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How to Spot and Stop Procurement Fraud
By Randy Myers, November 16, 2010

“It always starts small, and
then when they see that

they aren’t being caught, it
gets bigger and bigger

and can go on for years.”
Al Vondra, partner,

PricewaterhouseCoopers

RELATED LINKS
Cracking down: The Facts About Risks in the
Procurement Cycle Information on anti-fraud
practices from PricewaterhouseCoopers LLP.

2010 Report to the Nations on Occupational
Fraud & Abuse Latest research from the
Association of Certified Fraud Examiners.

The general manager wasn’t the easiest person to get along with, and his division certainly wasn’t the biggest one operated by his
multinational parent company. But for years, his consumer products business had been the company’s most profitable European
operation. Because the general manager always made his numbers, his bosses gave him a fairly long leash.

That was a mistake. Years passed under the manager’s leadership before a new executive assistant found it odd that she was being
ordered to forward his personal bills to one of the company’s vendors. After she used the company’s whistleblower hotline to report
her suspicions, auditors brought in to investigate from Big Four accounting firm PricewaterhouseCoopers found that the vendor was,
in fact, paying the general manager’s personal bills. Auditors also discovered that to cover the cost, the vendor was submitting
inflated invoices to the general manager’s company through yet another vendor in on the scam.

“As it turned out, the general manager’s employer had indirectly been paying his expenses for about 10 years,” says Al Vondra, a
Cleveland-based partner in PricewaterhouseCoopers’ forensic services practice.

Though it can take many forms, procurement fraud is a persistent problem at enterprises of all sizes, including mid-sized companies.
In some cases, employees accept bribes from vendors in exchange for contracts or overlooking overcharges. Such kickbacks can
take the form of cash, home improvement or other services, or even a financial stake in an outside company. In other cases,
employees act on their own, siphoning cash from their employers by creating fake companies and authorizing payments to them.

Because companies tend not to disclose details of procurement scams, there is little hard data on just how big a problem it is. But
since the U.S. Department of Justice created the National Procurement Fraud Task Force in October 2006, federal prosecutors have
won hundreds of criminal convictions and recovered more than $1 billion in civil settlements and judgments. In a recent
PricewaterhouseCoopers report, the Chubb Group of Insurance Companies contends that procurement fraud is the largest crime-

related risk that companies face, accounting for about 40 percent of all crime-based claims submitted to insurance carriers.

The good news is that mid-sized companies can do much to spot and stop procurement fraud with policies and procedures that make it hard to disguise.

Segregate Duties 
The general manager who colluded with crooked vendors got away with the scheme for so long in part because he had authority to approve payments for services he ordered.
That broke the cardinal rule of procurement, namely that the person initiating a purchase order shouldn’t also approve payment, and that the person who approves payment
shouldn’t also handle bookkeeping.

“Separating these duties makes it very hard, short of collusion, to pull off a procurement fraud,” says Allan Bachman, a certified fraud examiner and education manager for the
Association of Certified Fraud Examiners, an Austin, Texas, professional organization with 50,000 members.

Unfortunately, Vondra says, failure to segregate duties is a common problem at small and mid-sized companies where owners and managers
tend to place a lot of trust in key employees. “It’s not necessarily the case that employees are bad people,” he says. “But you put them in a
vulnerable position that makes it easy for them to perpetrate something. It always starts small, and then when they see that they aren’t being
caught, it gets bigger and bigger and can go on for years.”

In its 2009 Global Economic Crime Survey, PricewaterhouseCoopers found that 75 percent of all economic crime against companies was
carried out internally. Employees living beyond their means or experiencing financial difficulties are among the most likely to be involved,
according to the ACFE.

Conduct Audits
Even if you segregate duties, there still will be opportunities for fraud. That’s why it’s important for companies to conduct audits of their purchasing practices. According to
PricewaterhouseCoopers, such audits are responsible for catching 19 percent of all fraud cases that get detected. Vondra recommends regularly scheduled and surprise audits.

While some mid-sized companies can’t afford to maintain an internal audit department, they should at least hire an external auditor to look at financial records, contracts and work
processes, Vondra says. Companies also can use in-house accountants to conduct basic checks, including making sure that subaccounts, such as accounts payable, match the
general ledger.

“Reconciliation of accounts is a very basic accounting process, but a lot of mid-sized and smaller companies let it go,” Vondra says. That’s another mistake. Accounts that don’t
reconcile can be an early indicator of procurement fraud. In fact, it’s one of the first things PricewaterhouseCoopers looks for when performing a fraud investigation.
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Create Purchasing Controls
Companies also can deter procurement fraud by steering employees toward ethical behavior with policies that spell out who has authority to make purchases and in what
amounts. Policies should also list all  of a company’s vendors. For travel, entertainment and other expenses, companies should consider using corporate cards, along with
expense-reporting software, to gain better insights into spending patterns. They also can create conflict-of-interest disclosure forms outlining policies on joint financial interests,
outside business arrangements, and when employees can or can’t accept gifts, fees or services from vendors.

Finally, companies should control access to their supplier databases to make it difficult for unauthorized employees to add fictitious vendors. As part of its auditing process,
PricewaterhouseCoopers searches a client’s vendor database for red flags such as vendors with multiple addresses or multiple vendors with the same address. “Be alert to how
new vendors are acquired and brought into your system,” says Bachman, the fraud examiner. “Watch for vendors and customers you don’t recognize. Maybe you suddenly have
two carpet cleaning services instead of one.”

Conduct Background Checks
Another way to keep employees and vendors from tapping into corporate funds is to weed out those with a history of bad behavior. When the ACFE studied 1,843 cases of fraud,
it found that 7 percent of perpetrators had previously been convicted of a fraud offense. To avoid unwittingly hiring repeat offenders, some companies are conducting background
checks on new employees as a condition of employment, and many hire a third-party vendor to do the work.

Establish a Whistleblower Hotline
Under Sarbanes-Oxley, public companies must maintain anonymous whistleblower hotlines that employees can use to report questionable accounting or auditing matters. Most
mid-sized companies aren’t subject to that rule but could benefit from offering a whistleblower hotline anyway, Bachman says. According to PricewaterhouseCoopers’s 2009
economic crime survey, whistleblower systems account for 8 percent of detected frauds, while other tips from insiders account for about another 20 percent.

Companies can handle things in-house, but that’s not what experts recommend. “Best practices are that the hotline solution be operated by an independent third party,” Vondra
says. “Employees and others that might want to submit a complaint are more inclined to do so if it is publicly known that the system is operated independently.”

Set the Tone at the Top
No matter how many systems, procedures or controls a company establishes, they won’t function as well as they could unless senior management reinforces the message that
fraud will not be tolerated and will be prosecuted. “The CEO needs to be talking about this at management meetings and at meetings with employees,” Vondra says. “Employees
need to get the message that this is not something we just give lip service to, we believe it.”

“If you’re serious about preventing fraud, act on it when you find it,” Bachman adds. “Investigate it thoroughly, and prosecute it civilly and criminally.”

Learn more about the benefits of a customized expense management program for your company
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